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Network Administrator 

Position ID: 2016 – E – 205 

Position Location:  Washington Metro Area  

Duration of Position: Full-Time    

Need Date: Immediate  

 

Intelligence Consulting Enterprise Solutions, INC. is looking for a Network Administrator. 

Description:  
 

The candidate is responsible for installing, configuring, and maintaining network equipment in 
support of business processing requirements. Performs software installations and upgrades to 
network operating systems. Schedules installations and upgrades and maintains them in 
accordance with established IT policies and procedures. Monitors and tunes the network to 
achieve optimum performance levels. Ensures network integrity by evaluating, implementing, and 
managing appropriate software and hardware changes and solutions. Ensures network 
redundancy and recoverability by reducing single point of failure. Evaluates current systems. 
Works on complex problems where analysis of situation requires in-depth evaluation of various 
factors. Plans large-scale network projects through vendor comparison and cost studies. 
Conducts network architecture assessments. Assists and advises government with technical 
design to support network acquisition specification, design, proof-of-concept prototyping, 
development and evaluation of network management systems.  

 

Required Qualifications: 
 

 Bachelor’s degree in systems engineering or related science or engineering field 

 5+ years of System Administration/System Engineering Integration of large, complex 
systems 

 5+ years of development or administration of security appliances, network equipment or 
secure operating systems 

 Proven ability to utilize systems engineering techniques and principles to determine 
technical security engineering requirements within complex systems 

 Demonstrated experience in working highly visible, major government project engineering 
and integration activities  

 Experience in strategic and technical planning 

 Knowledge of DIA portfolio’s 

 Experienced associated with IC agencies and the DoD 

 Excellent customer relationship and presentation skills 

 TS/SCI clearance 
 

Desirable Qualifications:  
 

 Advanced degree in a technical field 

 Experience developing and implementation planning of complex systems or enterprises  

 Professional certification, commensurate with experience and compliant with DoD 8570 

 Knowledge of agile engineering 

 Demonstrated and experience with intelligence systems 
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 Demonstrated operational experience with intelligence systems 

 Knowledge and experience with security engineering policies and procedures supporting 
DCID 6/3 and ICD 5023 

 Experience associated with security engineering and system development integration  
 

Ideally, this individual will have broad knowledge of the NGA and other Intelligence Community 
(IC) architectures and missions, both current and future.  Additionally, strong communication skills 
are required for both customers. This individual should be able to work independently and 
proactively communicate with the rest of the team. 
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