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Information Assurance Specialist/Advisor 

Position ID: 2016 – E– 201 

Position Location:  Washington Metro Area  

Duration of Position: Full-Time    

Need Date: Immediate  

 

Intelligence Consulting Enterprise Solutions, INC. is looking for an IA Specialist. 
 

Description:  
 

The successful candidate will develop security architectures and engineering system 
specifications. Conduct strategic planning and recommend implementation strategies. Advise and 
assist government in security and privacy policy, trusted product assessment, enterprise security 
engineering, secure systems management, secure web technology and protocols, penetration 
and exploitation, insider threat analysis and protection, cyber situation awareness, attack sensing 
and warning, secure wireless networking, secure mobile computing, secure operating systems, 
secure workstations, and secure data management. Demonstrate security/systems engineering in 
the following: 

 IC and DoD policy procedures 

 Cross domain systems/controlled interfaces 

 Data marketing/tagging and release 

 Enterprise Audit 

 Identity and Access Management 

 Public Key Infrastructure 

 Cloud Security 

 System Assessment and Authorization 
 
Preparation and briefing of technical topics at a senior level (leadership and government). 
Perform collaborative work with junior and senior level security engineers. 

 
Required Qualifications: 
 

 BS in systems engineering or related field 

 5+ years of security engineering integration of large/complex systems 

 5+ years of development or administration of security appliances, network equipment, or 
secure operating systems 

 Proven ability to utilize systems engineering techniques/principles to determine security 
engineering requirements for complex systems 

 Experience in one or more security engineering areas such as identity management, 
authentication and authorization, secure communications, data marking/labeling, secure 
storage, network and security within cloud-based environments, and cross 
domain/controlled interface solutions 

 Experience in major government engineering projects 

 DIA portfolio knowledge 

 IC and DoD experience 

 Clearance – ACTIVE TS/SCI 

 Excellence in customer relationship and presentation skills 

http://ices-inc.net/careers/application/
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Desirable Qualifications:  
 

 Advanced degree in a technical field 

 Ability to develop and implement complex systems or enterprises 

 Professional certification; DOD 8570 compliance/experience 

 Agile engineering skills 

 Operational experience with intelligence systems 

 DCID 6/3 and ICD 503 policies and procedures knowledge/experience 

 Security engineering and system development integration knowledge/experience 
 
As an Information Assurance Engineer, one must ensure the computer network security of a 
company and that it meets IA standards. The IA Engineer provides consulting services and 
oversees a company’s method of storing and processing information to make sure it is secure. 
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